This instruction is described in "Public Server Vulnerability CountermeasuresOperation Manual", which is provided at "INSITE."
INSITE FF GROUP > System / Network > Documents Relating to the Operation of Publicly Accessible Servers
If you can't access to INSITE, please contact us at ff-websecurity@fuijifilm.com.

1) Access the National Vulnerability Database (http://nvd.nist.gov/) and click plus button of [Vulnerabilities].
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The NVD is the U.S. government repository of standards based vulnerability management data represented using the
Search + Security Content Automation Protocol (SCAF). This data enables automation of vulnerability management, security

measurement, and compliance. The NVD includes databases of security checklist references, security-related software
flaws, misconfigurations, product names, and impact metrics.

2) Click [Search & Statistics].
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3) Enter the CVE ID that you want to search in [Keyword Search] and click [Search].
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4) Click a relevant CVE ID from [Search Results].

VULNERABILITIES SEARCH AND STATISTICS

Q Search Results (refine search) Sortresults by: pubich Date escending

Search Parameters: There are 2 matching records.
« Results Type: Overview
« Keyword (text search): CVE-2004-0079
« Search Type: Search All

Vuln 1D & Summary O CVSS Severity J

CVE-2005-1730 Multiple vulnerabilities in the OpenSSL ASN.1 parser, as used in Novell iManager 2.0.2, allows remote attackers to cause a V2 -
denial of service (NULL pointer dereference) via crafted packets, as demonstrated by "OpenSSL ASN.1 brute forcer.”
NOTE: this Issue might overlap CVE-2004-0079, CVE-2004-0081, or CVE-2004-0112.

Published: December 31, 2005; 12:00:00 AM -05:00

004-0079) The do_change_cipher_spec function in OpensSSL 0.9.6¢ to 0.9.6k, and 0.9.7a to 0.9.7c, allows remote attackers to cause V.

a denial of service (crash) via a crafted SSL/TLS handshake that triggers a null dereference.

Rublished: November 23, 2004; 12:00:00 AM -05:00
Click a relevant CVE ID.



5) Confirm and implement the countermeasures and vendor information indicated in [References to Advisories, Solutions, and Tools].
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AXCVE-2004-0079 Detail

MODIFIED QUICK INFO

This vulnerability has been modiied since It was |ast analyzed by the NVD. It Is awalting reanalysis which may result in further changes to CVE Dictionary Entry:
‘the information provided. CVE-2004-0079
NVD Published Date:

. 11/23/2004
Description NVD Last Modified:
The do_change_cipher_spec function In OpensSL 0.9.6¢ to 0.9.6k, and 0.9.7a 10 0.9.7¢, allows remote attackers o cause a denlal of service 10/30/2018

{crash) via a crafted SSL/TLS handshake that triggers a null dereference.

Source: MITRE
Description Last Modifled: 11/23/2004

Impact

CVSS v2.0 Severlty and Metrics:

Base 5c0re: 5.0 MEDIUM

Vector: (AV:H/AC:L/AUN/C:N/EN/AP) (V2 legend)
impact Subscore: 2.9

Exploitability Subscore: 10.0

Access vector (Av): Network
Access Complexity (AC): Low
Authentication (Au): None
integrity 1)z Hone
Avallabiurty (a): Partial
Additional Information:
Allows disruption of service

Vendor Statements (disclaimer)
OFFICIAL STATEMENT FROM RED HAT (03/14/2007)

Red Hat Enterprise LInux 5 Is not vulnerable to this Issue as It contains a backported patch.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
Information that would be of Interest to you. No Inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sltes that are more appropriate for your purpose. NIST does not necessarlly endorse the views expressed,
‘or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@r
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* If you are unable to find the appropriate countermeasure by follwing above,
check the Results Details field on NESSUS HTML Report that we have provided.

* Any changes on the server to be made must be tested on a test environment first.

If you have any questions, please feel free to contact us at ff-websecurity@fuiifilm.com.



